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Abstract— Requirement Based Testing (RBT) approach
desegregates testing throughout the software development life
cycle and focuses on the early fault detection and quality
improvement of the requirements specification. Early defect
detection which has been proven to be surely less expensive than
finding defects in the further stages. In the context of present
work, we briefed on the design issues associated with RBT, the
best RBT practices followed in safety critical systems and how
the best practices would benefit the non-safety critical systems.
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I. INTRODUCTION
The Requirements-Based Testing1 (RBT) addresses two
major issues like validating the requirements which are
correct, complete and logically consistent followed by
designing a necessary and sufficient set of test cases from
those requirements to ensure the design and code comply
with requirements. The major issues in test design could be
reducing the test cases to a reasonable size and ensuring that
each test has a specific objective. This particular process does
not assume that software requirements are correct.
The RBT process will drive out requirements ambiguity. This
process is more useful as it focuses on defect prevention
rather than just detection. It has wide applications in critical
safety systems in various engineering fields like defense,
aerospace, automotive systems and medical systems as well.
A safety critical system is the system whose failure may
result in death or serious injury to people or loss/ severe
damage to equipment or environmental harm. The best
examples of safety critical systems are defense, aerospace
and medical systems. A non-safety critical system is the
system whose failure may result in reduced efficiency of the
system or loss of the asset. The best examples of non-safety
critical systems are entertainment systems and any
application which would not harm the people and
environment. To be the most successful project, quality must
be maximized, while minimizing cost and keeping delivery
time short. Quality can be measured by customer satisfaction
with the resulting system based on the requirements that are
incorporated successfully in the system. RBT verifies the
software against its requirements, which assures the customer
that requirements are incorporated successfully in the
software. However RBT is mandated for safety critical
systems. A generic RBT process was described by
Mogyorodi5, and BenderRBT4.

The present work describes the best practices followed in
RBT for safety critical software systems and also it describes
how the suggested best practices can be implemented in nonsafety critical software systems.
II. RBT PROCESS IN SAFETY CRITICAL SYSTEM SOFTWARE
The software verification3 test cases are to be created
based on the software requirements specification. The first
step is to develop functional and robustness tests to
completely test and verify the implementation of the software
requirements. The second step is to measure coverage
(functional and structural). The measure of structural
coverage will help in providing an indication of the software
verification campaign completion status. The tests stop
criteria is not limited to a specific step but rather applied for
all tests. For example, some low level requirements can be
covered by high level tests, i.e., structural coverage are
measured on all tests levels.
Testing of safety critical software has two objectives. First
objective is to demonstrate that the software satisfies its
requirements. The second objective is to demonstrate with a
high degree of confidence that errors which could lead to
unacceptable failure conditions, as determined by the system
safety assessment process, have been removed. To satisfy the
software testing objectives:
a.
Test cases should be based primarily on the software
requirements.
b.
Test cases should be developed to verify correct
functionality and to establish conditions that reveal potential
errors.
c.
Software requirements coverage analysis should
determine what software requirements were not tested.
d.
Structural coverage analysis should determine what
software structures were not exercised.

Figure 1, a diagram of the software testing process3. The
objectives of the three types of testing are described below.
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include:
 Failure of an algorithm to satisfy a software requirement.
 Incorrect loop operations.
 Incorrect logic decisions.
 Failure to process correctly legitimate combinations of
input conditions.
 Incorrect responses to missing or corrupted input data.
 Inadequate algorithm precision, accuracy or performance.
D. Requirements Coverage Analysis
The objective of this analysis is to determine how well the
RBT verified the implementation of the software
requirements. This analysis may reveal the need for additional
RBT cases. RBT coverage analysis shows the following:
 Test cases exist for each software requirement.
 Test cases satisfy the criteria of normal and robustness
testing.

Figure 1- RBT process-Safety Critical Systems

A. Hardware-Software Integration Testing
The objective of requirements-based hardware/software
integration testing is to ensure that the software in the target
computer will satisfy the high-level requirements. Typical
errors revealed by this testing method include:
 Incorrect interrupt handling.
 Failure to satisfy execution time requirements.
 Incorrect software response to hardware transients or
hardware failures. For example, start-up sequencing,
transient input loads and input power transients.
 Errors in hardware/software interfaces.
B. Software -Software Integration Testing
The objective of requirements-based software integration
testing is to ensure that the software components interact
correctly with each other and satisfy the software
requirements and software architecture. This method may be
performed by expanding the scope of requirements through
successive integration of code components with a
corresponding expansion of the scope of the test cases.
Typical errors revealed by this testing method include:
 Incorrect initialization of variables and constants.
 Parameter passing errors.
 Data corruption, especially global data.
 Inadequate end-to-end numerical resolution.
 Incorrect sequencing of events and operations.
C. Unit Testing
The objective of requirements-based low-level testing is to
ensure that the software components satisfy their low-level
requirements. Typical errors revealed by this testing method

E. Structural Coverage Analysis
The objective of this analysis is to determine which code
structure was not exercised by the requirements-based test
procedures. The RBT cases may not have completely
exercised the code structure, so structural coverage analysis
is performed and additional verification produced to provide
structural coverage.
 The analysis should confirm the degree of structural
coverage appropriate to the software level.
 The structural coverage analysis may be performed on the
source code. The analysis should confirm the data coupling
and control coupling between the code components.
Structural coverage analysis reveals code structure that
was not exercised during testing.
III. REQUIREMENT BASED TEST CASE SELECTION
RBT is emphasized because this strategy has been found to
be the most effective at revealing errors. Guidance for RBT
case selection includes:
 To implement the software testing objectives, two
categories of test cases should be included: normal range test
cases and robustness (abnormal range) test cases.
 The specific test cases should be developed from the
software requirements and the error sources inherent in the
software development processes.
A. Normal Range Test Cases
The objective3of normal range test case is to demonstrate
the ability of the software to respond to normal inputs and
conditions. Normal range test cases include:
 Real and integer input variables should be exercised using
valid equivalence classes and boundary values.
 For time-related functions, such as filters, integrators and
delays, multiple iterations of the code should be performed to
check the characteristics of the function in context.
 For state transitions, test cases should be developed to
exercise the transitions possible during normal operation.
 For software requirements expressed by logic equations,
the normal range test cases should verify the variable usage
and the Boolean operators.
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B. Robustness Test Cases
The objective3 of robustness test cases is to demonstrate
the ability of the software to respond to abnormal inputs and
conditions. Robustness test cases include:
 Real and integer variables should be exercised using
equivalence class selection of invalid values.
 System initialization should be exercised during abnormal
conditions.
 The possible failure modes of the incoming data should
be determined, especially complex, digital data strings from
an external system.
 For loops where the loop count is a computed value, test
cases should be developed to attempt to compute out-ofrange loop count values, and thus demonstrate the robustness
of the loop-related code.
 A check should be made to ensure that protection
mechanisms for exceeded frame times respond correctly.
 For time-related functions, such as filters, integrators and
delays, test cases should be developed for arithmetic
overflow protection mechanisms.
 For state transitions, test cases should be developed to
provoke transitions that are not allowed by the software
requirements.

Supported data for Requirement001:
Assume as per Data Dictionary Data type for
“fail_Counter” is UINT16.
Range for “fail_Counter” is [0, 200]
Test data derivation:
UINT16 data type range: [0, 0xFFFF]
“fail_Counter” range: [0, 200]
Normal range: [0, 200]
Robust range: [201,0xFFFF]
Normal test data:
fail_Counter = 0 (Lower Boundary)
fail_Counter = 200 (Upper Boundary)
fail_Counter = 150 (Middle value any)
As fail_Counter is compared with 100, fail_Counter
should be exercised for following values to ensure the
relational operator testing.
fail_Counter = 99 (100 -1)
fail_Counter = 100 (100)
fail_Counter = 101 (100+1)
Robustness test data:
fail_Counter = 201 (Lower Boundary)
fail_Counter = 0xFFFF (Upper Boundary)
Table 1 shows the test data for “fail_Counter”

IV. RBT -TEST CASE SELECTION EXAMPLE
The following example illustrates how to derive test data
from a requirement. One sample requirement has been taken
to illustrate it.
Requirement001:
Software SHALL set FAULT, if fail_Counter is
greater than 100.
V. PROPOSED RBT PROCESS FOR NON SAFETY CRITICAL
SYSTEM SOFTWARES

Below is the Proposed RBT process for Non safety
critical systems. It is a 13 step process and each of the
steps is described below.
1. Understand the requirements
2. Review the requirements
3. Partition the requirements for testing
4. Generate one-line test cases
5. Review the one-line test cases
6. Design the test cases
7. Review the test cases
8. Design the test procedures
9. Review the test procedures
10. Test execution
11. Test results review
12. Generate traceability matrix
13. Review the traceability matrix
1.

Understand the Requirements
In RBT, the understanding of requirements is very
much required for each tester. RBT will not make
sense without clear knowledge of requirements. It is
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TABLE 1- EXAMPLE- TEST VALUES

Variable

Nominal
range

fail_Cou
nter

[0, 200]

Nominal
test values

Robustne
ss range

Robust
test
values
201,
0xFFFF

0,150,200
[201,
99,100,10
0xFFFF]
1
the tester’s responsibility is to make sure that each
requirement is clearly understood.
2. Review the requirements
Tester has to perform the requirements review to
ensure following objectives. Review requirements in
advance to testing will helps in the early fault
detection
 Comply with associated requirement
specifications
 Correct, complete and consistent
 Compatible with target computer
 Verifiable
 Conform to standards
 Traceable
 Algorithms are accurate
3.

Partition the Requirements for Testing
Partition the requirements logically to make testing
simple. For example, all functional requirements, all
communication related requirements, and all
maintenance requirements can be grouped together. It
makes test design simple.
4. Generate One-line Test Cases
One-line test cases are test cases which describes
the test objective alone. Test objective denotes the
purpose of the test case. One-line test case generation
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will be the first step to develop the test cases. One-line
test cases contain test objective and the requirement
identifier (which it is traced to).
5. Review the One-line Test Cases
Review the one-line test cases against the
requirements. One-line test case review has to ensure
the following objectives.
 All one-line test cases are derived from
requirements
 All one-line test cases are correct, complete
and consistent
 Each requirement has at least one one-line
test cases
 Traceability between one-line test cases and
requirements are correct.
6.

Design the Test Cases
Design the test cases with the help of one-line test
cases. Test case design should ensure the following
objectives.
 All normal range and robustness range
scenarios are included.
 Each requirement is completely tested by one
or more test cases.
7.

Review the Test cases
Review the test cases against the requirements. Test
case review in advance to test execution will avoid
multiple iterations in testing. Test case review has to
ensure the following objectives.
 Test coverage of requirements is achieved.
 Test coverage of normal range inputs,
boundary inputs, out-of-range inputs,
equivalence classes, and Boolean.
 Relational operator scenarios.
 Test coverage for Structural coverage
analysis is achieved.
 Test coverage for data and control coupling
is achieved.
8.

Design the Test Procedures
Design the test procedure for each test case. Main
parameters for test procedure design are the test
environment and verification criteria. Test procedure
should be clear and simple. Each test procedure
should have a unique id to map with its associated test
case.
9. Review the Test procedures
Review the test procedure against test cases and test
environment configuration. Test procedure review has
to ensure the following.
 Each test procedure is clear.
 Each test procedure has covered all test
verification criteria.
 Each verification statement has PASS/FAIL
criteria.
 Each test procedure has overall PASS/FAIL
criteria.
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10. Test Execution
Execute the test cases as per the test procedures in
intended test environment. Capture the test results in
required format.
11. Test Results Review
Review the test results against test cases. Ensure
the following objectives in Test results review.
 All test cases are executed.
 Actual output and expected output are same.
 Each verification criteria has marked with
PASS/FAIL.
 Overall test PASS/FAIL is marked.
12. Generate Traceability Matrix
Generate traceability matrix for test case versus
requirements and requirement versus test cases.
Traceability matrix will reveal the following.
 Each test case has associated requirement
trace or not.
 Each requirement has associated test cases
trace or not.
13. Review the Traceability Matrix
Traceability matrix review ensures that, all test
cases have traced to associated test cases and all
requirements have traced to associated test cases.
VI. SAFETY CRITICAL VS NON SAFETY CRITICAL
The succinct difference between safety critical
system software and non-system critical system2 is as
follows.
 Safety critical software involving the
potential for loss of life due to software
failure.
 Non-safety critical software involving the
potential for aborting a mission due to
software failure.
In brief, the goal of safety critical software is
containment, whereas a primary aim of non-safety
critical software is efficiency and other quality
attributes and less on the safety issues of hazards and
mishaps that can endanger human life and property.
VII. RBT FOR NON SAFETY CRITICAL SYSTEMS
However, as per the standards, RBT is mandatory
for safety critical systems like aerospace, military
systems, automotive systems and medical systems.
But developers of non-safety critical systems can also
benefit from the proposed RBT process (13 step
process).
Software development often proves far more
expensive than expected; bugs discovered late in the
development cycle costs more and risk the integrity and
safety of a system, especially if the software has been
deployed. Obviously, careful planning, organization
and a team with the correct skills will help.
Evidence indicates that the earlier a defect is
discovered in development the less impact it has on
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both the timescale and cost. There is much to gain by
ensuring that requirements are captured in full, they are
well understood, and they are specified completely and
unambiguously.
It is a general perception in non-safety critical
system development, that use of the above specified
process may involve huge cost and time; hence we tend
to escape this process. If cost is the only factor which
prevents following the suggested approach it can be
tailored for non-safety critical systems. A lightweight
process can be tailored for non-safety critical systems
by eliminating Step3 (partition the requirements for
testing), Step4 (generate one-line test cases) and Step5
(review the One-line test cases).
However, per the historical data, the analysis reveals
that the cost and the time spent in this process will be
far less than the cost involved in fixing the issues/bugs
raised at the later stage.
The cost of fixing4 an error is cheaper when it is
found at an earlier stage. It results in rework. If a
defect is introduced while coding, you fix the code and
re-compile. However, if a defect has its origin in poor
requirements and is not discovered until integration
testing, then you must re-work the requirements, rework the design, re-work the code and re-work the
tests. It is all this “re-work” that sends projects over
budget and over schedule. Assume the cost of fixing the
defect as 1X for fixing a defect in requirements phase
which is found in the same phase. If that same defect
is not found until production it will cost hundreds or
even thousands of times more.
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Figure 2 - Graphical Representation-Cost Incur to Phase Level

Here are the benefits, if the proposed RBT is applied
for non-safety critical systems.
 Reduces the cost to deliver by early fault
detection.
 Reduces the time to deliver by allowing
parallel testing with the development
activities.
 Improves the overall quality by early fault
detection.
 Minimizes rework by early fault detection.
 Delivers maximum coverage with the
optimized number of test cases.
 Provides quantitative test progress metrics.
VIII. CONCLUSION
The proposed 13 step RBT process would benefit the
non-safety critical systems in terms of cost, time and
quality, if they are to be applied. Introducing RBT best
practices is usually more realistic for non-safety critical
systems. The proposed system drives high quality
requirements and early fault detection is likely to
reduce the development cost.
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