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Abstract:
Link error and malicious packet dropping are two sources for packet losses in multi-hop wireless ad hoc network. In
this paper, while observing a sequence of packet losses in the network, we are interested in determining whether the losses are
caused by link errors only, or by the combined effect of link errors and malicious drop. We are especially interested in the
insider-attack case, whereby malicious nodes that are part of the route exploit their knowledge of the communication context to
selectively drop a small amount of packets critical to the network performance. Because the packet dropping rate in this case is
comparable to the channel error rate, conventional algorithms that are based on detecting the packet loss rate cannot achieve
satisfactory detection accuracy. To improve the detection accuracy, we propose to exploit the correlations between lost packets.
Furthermore, to ensure truthful calculation of these correlations, we develop a homomorphic linear authenticator (HLA) based
public auditing architecture that allows the detector to verify the truthfulness of the packet loss information reported by nodes.
This construction is privacy preserving, collusion proof, and incurs low communication and storage overheads. To reduce the
computation overhead of the baseline scheme, a packet-block-based mechanism is also proposed, which allows one to trade
detection accuracy for lower computation complexity. Through extensive simulations, we verify that the proposed mechanisms
achieve significantly better detection accuracy than conventional methods such as a maximum-like.
*Reviewed by ICETSET'16 organizing committee

1. Introduction
In like hood based detection, a multi-hop wireless network, nodes cooperate in relaying/routing
traffic. An adversary can exploit this cooperative nature to launch attacks. For example, the adversary may
first pretend to be a cooperative node in the route discovery process. Once being included in a route, the
adversary starts dropping packets. In the most severe form, the malicious node simply stops forwarding
every packet received from upstream nodes, completely disrupting the path between the source and the
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destination. Eventually, such a severe denial-of-service (DoS) attack can paralyze the network by partitioning
its topology. Even though persistent packet dropping can effectively degrade the performance of the network;
from the attacker’s standpoint such an “always-on” attack has its disadvantages. First, the continuous presence
of extremely high packet loss rate at the malicious nodes makes this type of attack easy to be detected [25].
Second, once being detected, these attacks are easy to mitigate. For example, in case the attack is detected but
the malicious nodes are not identified, one can use the randomized multi-path routing algorithms [28], [29] to
circumvent the black holes generated by the attack, probabilistically eliminating the attacker’s threat. If the
malicious nodes are also identified, their threats can be completely eliminated by simply deleting these nodes
from the network’s routing table.
A malicious node that is part of the route can exploit its knowledge of the network protocol and the
communication context to launch an insider attack an attack that is intermittent, but can achieve the same
performance degradation effect as a persistent attack at a much lower risk of being detected. Specifically, the
malicious node may evaluate the importance of various packets, and then drop the small amounts that are
deemed highly critical to the operation of the network. For example, in a frequency-hopping network, these
could be the packets that convey frequency hopping sequences for network-wide frequency-hopping
synchronization; in an ad hoc cognitive radio network, they could be the packets that carry the idle channel
lists (i.e., white spaces) that are used to establish a network-wide control channel. By targeting these highly
critical packets, the authors in [21], [24], [25] have shown that an intermittent insider attacker can cause
significant damage to the network with low probability of being caught. In this paper, we are interested in
combating such an insider attack. In particular, we are interested in the problem of detecting the occurrence of
selective packet drops and identifying the malicious node(s) responsible for these drops.
Detecting selective packet-dropping attacks is extremely challenging in a highly dynamic wireless
environment. The difficulty comes from the requirement that we need to not only detect the place (or hop)
where the packet is dropped, but also identify whether the drop is intentional or unintentional. Specifically, due
to the open nature of wireless medium, a packet drop in the network could be caused by harsh channel
conditions (e.g., fading, noise, and interference, a.k.a., link errors), or by the insider attacker.

2. Related work
Depending on how much weight a detection algorithm gives to link errors relative to malicious packet
drops, the related work can be classified into the following two categories. The first category aims at high
malicious dropping rates, where most (or all) lost packets are caused by malicious dropping. In this case, the
impact of link errors is ignored. Most related work falls into this category. Based on the methodology used to
identify the attacking nodes, these works can be further classified into four sub-categories. The first subcategory is based on credit systems [9], [34], [10]. A credit system provides an incentive for cooperation. A
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node receives credit by relaying packets for others, and uses its credit to send its own packets. As a result, a
maliciously node that continuous to drop packets will eventually deplete its credit, and will not be able to send
its own traffic. The second sub-category is based on reputation systems [12], [8], [14], [19], [20], [11], [4]. A
reputation system relies on neighbours to monitor and identify misbehaving nodes. A node with a high packet
dropping rate is given a bad reputation by its neighbours. This reputation information is propagated
periodically throughout the network and is used as an important metric in selecting routes. Consequently, a
malicious node will be excluded from any route. The third sub-category of works relies on end-to-end or hopto-hop acknowledgements to directly locate the hops where packets are lost [18], [22], [23], [5], [6], [32].
A hop of high packet loss rate will be excluded from the route. The fourth sub-category addresses the
problem using cryptographic methods. For example, the work in [17] utilizes Bloom filters to construct proofs
for the forwarding of packets at each node. By examining the relayed packets at successive hops along a route,
one can identify suspicious hops that exhibit high packet loss rates. Similarly, the method in [16], [33] traces
the forwarding records of a particular packet at each inter-mediate node by formulating the tracing problem as
a Renyi Ulam game. The first hop where the packet is no longer forwarded is considered a suspect for
misbehaving. The second category targets the scenario where the number of maliciously dropped packets is
significantly higher than that caused by link errors, but the impact of link errors is non-negligible. Certain
knowledge of the wireless channel is necessary in this case. The authors in [26] proposed to shape the traffic at
the MAC layer of the source node according to a certain statistical distribution, so that inter-mediate nodes are
able to estimate the rate of received traffic by sampling the packet arrival times.

3. System Models and Problem Statement
3.1

Network and Channel Models
Consider an arbitrary path PSD in a multi-hop wireless ad hoc network, as shown in Fig. 1. The source

node S continuously sends packets to the destination node D through inter-mediate nodes n1;. . .; n K , where ni
is the upstream node of niþ1, for 1 i K 1. We assume that S is aware of the route PSD, as in Dynamic Source
Routing (DSR) [15]. If DSR is not used, S can identify the nodes in PSD by performing a trace route operation.
Here we mainly focus on static or quasi-static wireless ad hoc networks, i.e., we assume that the network
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topology and link characteristics remain unchanged for a relatively long period of time. Example net-works
include wireless mesh networks (WMNs) and ad hoc networks formed in nomadic computing. Extension to a
highly mobile environment is out of our scope and will be considered in the future work.
We model the wireless channel of each hop along PSD as a random process that alternates between
good and bad states. Packets transmitted during the good state are successful, and packets transmitted during
the bad state are lost. In contrast to the classical Gilbert-Ellioit (GE) channel model, here we do not assume
any Markovian property on the channel behaviour. We only require that the sequence of sojourn times for each
state follows a stationary distribution, and the autocorrelation function of the channel state, say fcðiÞ, where i
am the time lag in packets, is also stationary. Here we limit our study to quasi-static networks, whereby the
path PSD remains unchanged for a relatively long time, so that the link error statistics of the wireless channel is
a wide-sense stationary (WSS) random process (i.e., fcðiÞ is stationary). Detecting malicious packet drops may
not be a concern for highly mobile networks, because the fast-changing topology of such networks makes
route disruption the dominant cause for packet losses. In this case, maintaining stable connectivity between
nodes is a greater concern than detecting malicious nodes. The function fcðiÞ can be calculated using the
probing approach in [1]. In brief, sequences of M packets are transmitted consecutively over the channel. By
observing whether the trans-missions are successful or not, the receiver obtains a realization of the channel
state ða1;. . .; aMÞ, where aj 2 f0; 1g for j ¼ 1; . . . ; M. In this sequence, “1” denotes the packet was
successfully received, and “0” denotes the packet was dropped. fcðiÞ is derived by computing the
autocorrelation function of this sample sequence:

4. Proposed Detection Scheme
4.1

Overview
The proposed mechanism is based on detecting the correlations between the lost packets over each

hop of the path. The basic idea is to model the packet loss process of a hop as a random process alternating
between 0 (loss) and 1 (no loss). Specifically, consider that a sequence of M packets that are transmitted
consecutively over a wireless channel. By observing whether the transmissions are successful or not, the
receiver of the hop obtains a bitmap ða1;. . .; aMÞ, where aj2 f0;1g for packets j¼1;. . .; M. The correlation of
the lost packet is calculated as the auto-correlation function of this bitmap. Under different packet dropping
conditions, i.e., link-error versus malicious dropping, the instantiations of the packet-loss random process
should present distinct dropping patterns (represented by the correlation of the instance). This is true even
when the packet loss rate is similar in each instantiation. To verify this property, in Fig. 2 we have simulated
the auto-correlation functions of two packet loss processes, one caused by 10 percent link errors, and the other
by 10 percent link errors plus 10 percent malicious uniformly-random packet dropping. It
4.2

Scheme Details
210

South Asian Journal of Engineering and Technology Vol.2, No.17 (2016) 207–217

4.2.1

Setup Phase
This phase takes place right after route PSD is established, but before any data packets are transmitted

over the route. In this phase, S decides on a symmetric-key crypto-system ðencryptkey; decryptkeyÞand K
symmetric keys key1; . . . ; keyK, where encryptkey and decryptkey are the keyed encryption and decryption
functions, respectively. S securely dis-tributes decryptkey and a symmetric key keyj to node nj on PSD, for j ¼ 1;
. . . ; K. Key distribution may be based on the public-key crypto-system such as RSA: S encrypts keyj using the
public key of node nj and sends the cipher text to nj.nj decrypts the cipher text using its private key to
obtainkeyj. S also announces two hash functions, H1andHkeyMAC, to all nodes in PSD. H1 is un-keyed while
HkeyMAC is a keyed hash function that will be used for message authentication purposes later on.
4.2.3

Audit Phase
This phase is triggered when the public auditor Ad receives an ADR message from S. The ADR

message includes the id of the nodes on PSD, ordered in the downstream direction, i.e., n1;. . .; n K ,S’s HLA
public key information pk¼ðv; g; uÞ, the sequence numbers of the most recent M packets sent by S, and the
sequence numbers of the subset of these M packets that were received by D. Recall that we assume the
information sent by S and D is truthful, because detecting attacks is in their interest. Ad conducts the auditing
pro-cess as follows.
Ad submits a random challenge vector ~cj ¼ ðcj1; . . . ; cjM Þ to node nj, j¼1;. . .; K, where the elements
cji’s are randomly chosen from Zp. Without loss of generality, let the sequence number of the packets recorded
in the current proof-of-reception database be P1;. . .; PM , with PM being the most recent packet sent by S.
Based on the information in this database, node nj generates a packet-reception bit4.3

Overhead Analysis
The proposed scheme requires relatively high computation capability at the source, but incurs low

communication and storage overheads along the route, as explained below.
4.3.1

Computation Requirements
Most of the computation is done at the source node (for generating HLA signatures) and at the public

auditor (for con-ducting the detection process). We consider the public auditor as a dedicated service provider
that is not con-strained by its computing capacity. So the computational overhead should not be a factor
limiting the application of the algorithm at the public auditor. On the other hand, the proposed algorithm
requires the source node to generate K HLA signatures for a K-hop path for each data packet. The generation
of HLA signatures is computationally expensive, and may limit the applicability of the algorithm. We propose
a block-based HLA signature and detection mechanism in Section 5, whereby the processing is based on block
of packets rather than individual packets, to reduce this computation overhead by multiple folds. We evaluate
the performance of the proposed mechanism by extensive simulations.
4.3.2

Communication Overhead
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The communication overhead for the setup phase is a one-time cost, incurred when PSD is established.
Here we mainly focus on the recurring cost during the packet transmission and auditing phases (there is no
communication overhead in the detection phase). For a transmitted packet Pi, S needs to send one encrypted
HLA signature and one MAC to each intermediate node on PSD. Our HLA signature follows the BLS scheme
in [7]. So an HLA signature sij is 160-bit long. If encrypted by DES, the encrypted signature s~ij is 192 bits in
length (a block in DES is 64-bit long, so the length of the cipher text of DES is multiples of 64 bits). The
MAC-related hash function HkeyMAC can be implemented in SHA-1 and has a length of 160 bits. So for each
packet, the per-hop communication overhead incurred by the proposed scheme in the packet transmission
phase is 192þ160¼352 bits, or 44 bytes. For a path of K intermediate hops, the total communication overhead
for transmitting a packet is 44K bytes. For example, when K¼10, the overhead is 440 bytes/ packet. For an
IEEE 802.11 system, this is about 19 percent of the maximum MSDU (2,304 bytes).
In the auditing phase, the auditor Ad sends a random challenge vector ~cj to each node nj. Let each
element in this vector be a 32-bit integer. The challenge has a length of 4M bytes. Based on our simulation in
Section 6, M¼50 is typically enough to achieve good detection accuracy. So this means each challenge can be
delivered in one packet. M- bit map. rðjÞis the linear combination of the SHA-1image of the packets, so rðjÞ
also has a length of 160 bits. sðjÞ is an HLA signature of rðjÞ, so it is also 160-bit long. Overall, the reply from a
node to Ad has a length of 320þM bits, which can also be delivered in one packet.
4.3.3

Storage Overhead
During its operation, a node nj on PSD needs to store the key keyj, the H1 hash image, and the

associated HLA sig-nature for each of the M most recently received packets. Assuming encryptkey and
decryptkey are based on DES, keyj has a length of 56 bits. Let the hash function H1 be based on SHA-1. So the
H1 image of a packet is 160-bit long. The HLA signature is based on BLS (Boneh-Lynn-Shacham) scheme [7]
and is 160-bit long. So in total the storage over-head at nj is 320Mþ56 bits, or 40Mþ7 bytes. This storage
overhead is quite low. For example, when M50, the storage overhead at a node is less than 2 KB.

5. Reducing Computation Overhead:
5.1 Block-Based HLA Signature Generation and Detection
One major limitation of the proposed baseline HLA detection algorithm is the high computation
overhead of the source node. In this section, we proposed a block-based solution that can reduce this overhead
by multiple folds. The main idea is to make the HLA signature scalable: instead of generating per-packet HLA
signatures, per-block HLA signatures will be generated, where a block consists of L >1 packet. Accordingly,
the detection will be extended to blocks, and each bit in the packet-loss bitmap represents a block of packets
rather than a single packet. The details of this extension are elaborated as follows.
In the Packet Transmission Phase, rather than generating HLA signatures for every packet, now the
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signatures are based on a block of packets. In particular, L consecutive packets are deemed as one block.
Accordingly, the stream of packets is now considered as stream of blocks. Denote the L packets in block i as
Pi1;. . .; PiL, respectively.
In the detection phase, the ACF of the wireless channel needs to be coarsened such that one unit of
lag represents L consecutive packets. This could be done by first coarsening the packet reception bitmap
observed in the training phase using blocks: L consecutive 1’s are mapped to a 1 in the blocked-based bitmap,
otherwise a 0 will be mapped. The ACF of the coarsened wireless channel is then compared with the ACF of
the block-reception bitmap reported by each node to detect possible malicious packet drops.
From the above description, it is clear that the block-based HLA signature and detection mechanism
can in general reduce the computation overhead by L folds. However, the coarser representation of lost packets
makes it difficult to accurately capture the correlation between them. For example, even with a small block
size, say L¼2, it is not possible to tell whether a block loss is due to the loss of one packet or both packets in
the block, which correspond to very different packet-loss correlations. Therefore, it is expected that the
reduced computational overhead comes at the cost of less detection accuracy.

6. Results
6.1 Random Packet Dropping
The detection accuracy is shown in Fig. 4 as a function of the malicious random-drop rate PM . In each
subfigure, there are two sets of curves, representing the proposed algorithm and the optimal ML scheme,
respectively. In each set of curves, the one in the middle represents the mean, and the other two represent the
95 percent confidence interval. In general, the detection accuracy of both algorithms improves with PM (i.e.,
the detection error decreases with PM ). This is not surprising, because malicious packet drops become more
statistically distinguishable as the attacker starts to drop more packets. In addition, this figure shows that for
th¼10%,

the proposed algorithm provides slightly higher false-alarm rate (subfigure (c)) but significantly lower

miss-detection probability (subfigure (b)) than the ML scheme. A low miss-detection probability is very
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desirable in our context, because it means a malicious node can be detected with a higher probability. The
slightly higher false-alarm rate should not be a problem, because a false alarm can be easily recognized and
fixed in the post-detection investigation phase. Most importantly, the overall detection-error probability of the
proposed scheme is lower than that of the ML scheme (subfigure (a)).
In which the attacker hides its drops in the background of link errors by mimicking the channel-related
loss rate. In this case, the ML scheme cannot correctly differentiate between link errors and malicious drops.
For example, when PM¼0:01, the ML scheme results in Pmd¼80% and Pfa¼23%. This is close to arbitrarily
ruling that every packet loss is due to link error only, leading to an overall detection-error rate of 50 per-cent
(see subfigure (a)). Our proposed algorithm, on the other hand, achieves much better detection accuracy,
because it’s Pmd and Pfaare both lower than those under the ML scheme.
As a result, when PM¼0:01, the total detection-error rate of the proposed algorithm is about 35
percent. When PM is increased to 0.04, Perror of the proposed scheme reduces to only 20 percent, which is
roughly half of the error rate of the ML scheme at the same PM . Remembering that the detection-error rate of
the ML scheme is the lowest among all detection schemes that only utilize the distribution of the number of
lost packets, the lower detection-error rate of the proposed scheme shows that exploiting the correlation
between lost packets helps in identifying the real cause of packet drops more accurately. The effect of
exploiting the correlation is especially visible when the malicious packet-drop rate is com-parable with the link
error rate. Meanwhile, we also note that the 95 percent confidence interval of the proposed scheme is wider
than that of the ML scheme. This is because the decision variable j in the proposed scheme is a second-order
function of the random packet loss process, while the decision variable in the ML scheme (i.e., number of lost
packets) is a first order function of the same packet loss process. As a result, the decision variable of the
proposed scheme possesses more randomness than that of the ML scheme, as reflected by the wider 95 percent
confidence interval.
6.1.1

Selective Packet Dropping
The detection error as a function of the number of maliciously dropped packets is shown in Fig. 7. At

the low end of the x-axis, maliciously dropped packets account for only 1=50 ¼ 2% of the total packets in the
packet-loss bitmap. This is identical to the link error rate of 0.02, assumed in the simulation. Similar
performance trends can be observed to the case of the random packet dropping. Fewer detection errors are
made by both algorithms when more packets are maliciously dropped. In all the simulated cases, the pro-posed
algorithm can detect the actual cause of the packet drop more accurately than the ML scheme, especially when
the number of maliciously dropped packets is small. When the number of maliciously dropped packets is
significantly higher than that caused by link errors (greater than four packets in our simulation), the two
algorithms achieve com-parable detection accuracy. In this scenario, it may be wise to use the conventional
ML scheme due to its simplicity (e.g., no need to enforce truthful reports from intermediate nodes, etc.).
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The detection errors are plotted in Fig. 8 as a function of the size of the packet-loss bitmap (M). To
conduct a fair comparison, as we increase M, we also increase the number of maliciously dropped packets, so
as to maintain a malicious packet-dropping rate of 10 percent. It can be observed that a small M is enough to
achieve good detection accuracy.
6.1.2 Dropping of Control Packets
Our simulations so far have not made any application-semantic (use case) assumption on the dropped
packets. In reality, however, because these packets are usually used for control purposes, the loss of these
packets may generate significant impacts on the transmission of other (i.e., data) packets. In this series of
simulations, we evaluate how the correlation between the control and data packets affects the performance of
the proposed scheme. In particular, we con-sider a multi-hop cognitive radio network, where control packets
are exchanged over an end-to-end path to maintain channel synchronization between consecutive hops. A
control packet contains the channel id that the two ends of a hop should tune to. The exchange of these packets
could be end-to-end (i.e., the entire path operates over a channel commonly available to all hops) or local (the
path consists of several segments, each of which operates over a different channel available only to the hops of
that segment). In either case, the drop of a control packet will disrupt the frequency.
6.1.3 Block-Based Detection
In this series of simulations, we study the detection accuracy of block-based algorithms as a function
of block size. Fig. 11a plots the detection accuracy for random packet drops under two packet drop
probabilities: high (PM¼0:08) and low (PM¼0:01). The performance of the ML scheme is also plotted in the
same figure for comparison. In general, it shows that for both cases the detection error increases with the block
size. This is expected, as a larger block size hides more details of packet losses, and therefore makes the actual
correlation of lost packets more difficult to calculate. Mean-while, the benefits of blocked-based algorithm are
also observed: it is able to trade computation complexity for better detection accuracy. For example, under low
packet drop-ping rate, it shows that the block-based algorithm can reduce the computation overhead of the
baseline HLA detection by 10 folds, and still be able to achieve better detection accuracy than the ML scheme.
At high packet dropping rate, the block-based algorithm can achieves a 4computa-tion overhead reduction,
while still achieving slightly better detection accuracy than the ML scheme.

7. Conclusions
In this paper, we showed that compared with conventional detection algorithms that utilize only the
distribution of the number of lost packets, exploiting the correlation between lost packets significantly
improves the accuracy in detecting malicious packet drops. Such improvement is especially visible when the
number of maliciously dropped packets is comparable with those caused by link errors. To correctly calculate
the correlation between lost packets, it is critical to acquire truthful packet-loss information at individual
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nodes. We developed an HLA-based public auditing architecture that ensures truthful packet-loss reporting by
individual nodes. This architecture is collusion proof, requires relatively high computational capacity at the
source node, but incurs low communication and storage overheads over the route. To reduce the computation
overhead of the baseline construction, a packet-block-based mechanism was also proposed, which allows one
to trade detection accuracy for lower computation complexity.
Some open issues remain to be explored in our future work. First, the proposed mechanisms are
limited to static or quasi-static wireless ad hoc networks. Frequent changes on topology and link characteristics
have not been considered. Extension to highly mobile environment will be studied in our future work. In
addition, in this paper we have assumed that source and destination are truthful in following the established
protocol because delivering packets end-to-end is in their interest. Misbehaving source and destination will be
pursued in our future research. Moreover, in this paper, as a proof of concept, we mainly focused on showing
the feasibility of the proposed crypto-primitives and how second-order statistics of packet loss can be utilized
to improve detection accuracy. As a first step in this direction, our analysis mainly emphasize the fundamental
features of the problem, such as the untruthfulness nature of the attackers, the public verifiability of proofs, the
privacy-preserving requirement for the auditing process, and the randomness of wire-less channels and packet
losses, but ignore the particular behaviour of various protocols that may be used at different layers of the
protocol stack. The implementation and optimization of the proposed mechanism under various particular
protocols will be considered in our future studies.
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